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Why should I opt-in to credit card issuer text alerts?

Mastercard, Visa now require banks to o�er mobile fraud alerts
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Payment networks Mastercard and Visa now mandate credit card issuers to ask consumers if they want to receive text alerts about their card transactions in an
e�ort to reduce the impact and cost of fraud.

As of Oct. 14, 2016, Visa required issuers of consumer credit, debit and reloadable prepaid cards to provide opt-in alerts via text, email or push alerts for potentially
fraudulent transactions. Mastercard followed suit on April 21, 2017. Those that send out cards from these networks must now comply with both deadlines.

While the largest banks have had mobile alert programs (http://www.creditcards.com/credit-card-news/credit-card-alerts-cellphone-1273.php) for years, the
network requirements aim to make digital and mobile contact ubiquitous with cardholders as alerts can stop fraud quickly. That saves cardholders the hassles
related to card fraud, and it saves issuers money that’s lost when a card is used illegally. These network requirements mean that while consumers may decline to
receive mobile alerts, banks must o�er to send them.

How does it work? Consumers who opt in for the alerts can receive real-time text messages, emails or push noti�cations based on preferences such as amount
spent, method of spending (e.g., online or in store) or geography.

Cardholders get a noti�cation whenever a potentially fraudulent purchase occurs. The fraud alert will ask the cardholder to con�rm or reject the purchase. Issuers
who don’t get a response may put a temporary hold on the card until the suspicious transaction has been veri�ed.

“We know that this technology is very good from a fraud-reduction perspective,” says Mark Nelson, senior vice president of risk products at Visa. 

Old message, modern delivery 
Fraud alerts aren’t new. For decades, banks have called consumers to check on suspicious activity, but phone calls are time consuming and expensive. Times have
changed, too: People today are less likely to answer their phones, but sending a fraud or other alert via text or push noti�cation often can get an immediate
response.

“Purchase alerts are a better customer experience than the phone calls,” says Ben Knie�, a senior analyst with Aite
Group, a �nancial industry research company. “And it ends up reducing costs in the call center.”

Visa has found that alert programs have led to a 40 percent decline in subsequent fraud losses.

Four in 10 consumers (45 million Americans) received noti�cations from a bank via email, text or push in 2014, according
to a 2015 report by Javelin Strategy & Research (https://www.javelinstrategy.com/press-release/banking-noti�cations-
must-di�erentiate-growing-clutter-nonbank-apps). That number is expected to climb to 52 percent by 2019.

Issuers of Visa cards and Mastercards in North America now have purchase alert programs in place to comply with the
mandate. For issuers that haven’t created their own alert systems, Visa rolled out its Purchase Transaction Alerts
Program (https://usa.visa.com/pay-with-visa/featured-technologies/purchase-alerts.html) in April 2016. It o�ers text
messaging, emails and push noti�cation capabilities. Mastercard’s In Control program
(https://www.mastercardincontrol.com/incgenhosted-web/us/public/preLogin.xhtml) o�ers similar services. “People
really want and need this,” says Jill Bugh, vice president for Mastercard’s In Control.

The Visa and Mastercard programs make it possible for smaller issuers to o�er transaction and card alerts. The ubiquitous alerts bene�t cardholders, says Brian
Riley, director of credit advisory services at Mercator Advisory Group. “You won’t be forced into going to a big bank because they’re the only ones with the security
features that you want,” he says. 

Big savings for issuers 
By reducing fraud, the alerts cut the related costs to issuers and can save cardholders hours, days or longer of headache resulting from credit card fraud.

Since most issuers extend zero liability coverage (http://www.creditcards.com/credit-card-news/4-keys-zero-liability-
policies-debit-credit-1282.php) to consumers for fraudulent purchases, card issuers are forced to eat those fraud costs. 

“The consumer is protected �nancially, but they still have to deal with the inconvenience of having the card shut down
and having to have it reissued,” Riley says. 

With its program, Visa considers more than 500 data points to determine whether a purchase is suspicious and then
creates a risk score that it sends to the bank. Issuers may act based on that score, or they may have their own monitoring
criteria. Purchases made at gas stations (where thieves often test stolen cards), overseas or for unusually large amounts
all may trigger an alert.

Balancing convenience and security 
While payments security experts agree that purchase alerts are a smart way for consumers to stay on top of their
spending and any potential fraud, issuers who send out too many noti�cations risk alienating or annoying consumers. 

About 40 percent of Americans have had a transaction blocked or questioned by a credit card company, according to a
CreditCards.com 2015 survey. More than half of the respondents said most or all the alerts were false alarms
(http://www.creditcards.com/credit-card-news/fraud-alert-blocked-poll.php). Still, more than a quarter said that the fraud
alert systems had alerted them to a fraudulent purchase. 

“Banks have to �nd the right balance between convenience and security,” Nelson says. “They can’t expect you to text back every time you use your card, or you’re
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“Banks have to �nd the right balance between convenience and security,” Nelson says. “They can’t expect you to text back every time you use your card, or you’re
going to get annoyed with them.”

It’s typically free to enroll in your credit card’s alerts program. Sign up online or via your credit card’s app or by calling your issuer’s customer service center. You also
have to adjust the settings on your phone to allow push noti�cations from the app. 

“Our goal would be to get every consumer to enroll in this type of service, because it’s one of the easiest, fastest ways to identify fraudulent use of your card,”
Nelson says.

If you opt in to text alerts, you’ll owe standard text messaging charges for those noti�cations. Compared to the hassle of dealing with fraud, however, that’s a pretty
small price to pay. 

See related: How to detect card fraud, identity theft (http://www.creditcards.com/credit-card-news/how-to-detect-fraud-identity-theft.php),  Startups use tech to put
cardholders in charge of security (http://www.creditcards.com/credit-card-news/startups-use-tech-to-put-cardholders-in-charge-of-security.php)
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Three most recent Legal, regulatory, privacy issues stories:
CFPB rule: Consumers should be able to band together and sue (/credit-card-news/cfpb-arbitration-rule-consumers-class-action-suit.php) – Banks, GOP
oppose measure that would end "mandatory arbitration" clauses that prevented class-action suits ...
Bluesnar�ng is newest card fraud at gas pumps and ATMs (/credit-card-news/bluesnar�ng-new-card-fraud-gas-stations-atms.php) – With a skimmer and
Bluetooth technology, fraudsters can sit nearby and intercept your payment transaction details ...
TransUnion to pay $60 million to consumers �agged as criminals (/credit-card-news/transunion-to-pay-60-million-to-consumers-�agged-as-criminals.php)
– A jury sided with a consumer who claimed TransUnion violated federal law over OFAC alerts ...

CreditCards.com's Newsletter

(/newsletter.php)Did you like this story? Then sign up for CreditCards.com’s weekly e-newsletter for the latest news, advice, articles and tips. It's FREE.
Once a week you will receive the top credit card industry news in your inbox. Sign up now!

SUBSCRIBE (/newsletter.php)

ǜ

p  (mailto:editors@creditcards.com)Comments/Questions? (mailto:editors@creditcards.com)

o  (/credit-card-news/corrections-policy-1264.php)Corrections Policy (/credit-card-news/corrections-policy-1264.php)

Weekly newsletter

(/newsletter.php)Get the latest news, advice, articles and tips delivered to your inbox. It's FREE.

SUBSCRIBE (/newsletter.php)

Quick Links



Product News: Deals and new o�ers (/credit-card-news/credit-card-product-news.php)

Credit Card Help (/credit-card-news/help/)

Credit Card Glossary (/glossary/)

Credit Card Statistics (/credit-card-news/credit-card-statistics.php)

Charged Up! Podcast (/credit-card-news/podcast-charged-up-jenny-ho�.php)

(/SSL-Security.php)

Home (/)

Privacy Policy (/privacy.php)

California Privacy Rights (/privacy.php)

 (/privacy.php#choices)

Copyright 2017 CreditCards.com. All Rights Reserved. 

Terms of Use (/terms.php)


